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Speaker Bio

 Michael Solomon, PhD

* GRC as a Service, LLC Principal Consultant / Solomon Consulting Inc,
President and Principal consultant

e CISSP®, CISM®, PMP®, PenTest+®

* Professor of CyberSecurity and Global Business with Blockchain Technology
graduate programs, University of the Cumberlands, Williamsburg, KY

* Specializes in GRC Consulting for Complex Multi-Reg Environments with
“Sensitive” Data

* Book Author (textbooks and cert prep), Cybersecurity and Project
Management training video architect

* Private pilot and Star Wars miniatures games enthusiast
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Agenda

* What is blockchain?

* Blockchain and disruption?

e Confidentiality versus privacy

e Can blockchain solve the confidentiality and privacy problem?
* How do you implement it?

* Where to start?
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Traditional ledger — what we do today

Digital Transaction: Ledger
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Decentralized ledger — where we’re headed

Decentralized Ledger
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Quick Survey Questionnaire

Q1: Are you currently using blockchain?

Q2: Are you using: Private, Public, Hybrid?

@3: What problems doyou see with distributing your data?

Q4: What business drivers led you to blockchain?
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How blockchain works

0]

—=— —=—
Someone requests a The requested transaction is The nodes validate the \\
transaction broadcast to P2P network nodes  transaction using /
cryptography £
. e R
< gy
The transaction is The new block is added to Once verified, this
complete the existing blockchain transaction is added to a
new block
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What does blockchain mean?

A chain
of blocks

Block 51

Proof of work:

DO0000985Tvwy

Previous block:

0000004 32grza

N

Transacton
k54 1fvx

Transacton
09345w1d

Transacton
vod 23232

Block 52

Proof of work:
Q00000zzxwzxD

Previous block:
QO0000BBSTvww

"\.\
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Another Quick Survey Questionnaire

Q1: What rules should govern P2P sales? (i.e. cars)

Q2: Can you think of any middlemen that blockchain
can eliminate?

@3: What are some: ofithe nisks of putting rules on a blockchain?

Q4: What are some advantages of putting rules on a blockchain?
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Smart contracts — the “rules”

Self-Executing Smart Contracts on Blockchain

Bob Alice

Buy/Sell
Cars/Homes

Marriage/
Divorce
Decrees

Will/Property l ' ~

_
g
S FE—
Insurance WILL
Claims
i

Trading &
Investments
#EE

RECORDSK EEPER
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“You've got to disrupt or be disrupted ... [it's about

moving] the sources of innovation ... from being Y
something you do on the fringe to something you

have to do mainline ... [and refocusing] on leaders

who could work horizontally together as opposed to

in silos” (Chambers, 2016)

- John Chambers, Cisc? '




Blockchain is disruptive

* Disruptive doesn’t mean everything changes
* It means some things change (and maybe a lot)
* It’s all about balance

“The basic premise of organizational ambidexterity theory is that to maintain
long-term adaptability and viability, organizations must balance the tension
between the need to innovate and the need to produce”

(Duncan, 1976; Tushman and O'Reilly, 1996).
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Yet Another Quick Survey Questionnaire

Q1: Is disruption a risk?
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Who are Bob and Alice?

Block:

# 4

Nonce:

51263

Coinbase:

§ 1ee.ee

Tx

Seq: 1

Seq: 1
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Sig:

Sig:

-z 84felbeB31bc7as4do88ftTe62911bcdfTbade

From: 84d488895923795bc74a5 -= 8451d4a9c44a2deci9ad3

38458221869231b78416d222dd7e73e42b5bd7613b82ad4dB93+33ba799dB867:

From: @42222d7at343abd788ad -> @41c377677bb697320bEd

38468221068800d62c9e36Tb4d64b7592e4d3b%aB87B3877250cc56ea87b28d 798¢
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https://anders.com/blockchain/public-private-keys/blockchain.html

Confidentiality and privacy — what’s the difference?

* Confidentiality is about the data
* Intention is to keep data secret
* Allow access only to authorized users

* Privacy is about the individual ‘ -~
e Access to the person (or organization) Pr 1V fl C Wi ¢ /
e Appropriate use of information (, , / e
* Being free from public attention
* Ability to be left alone
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Compliance Laws That Impact “Privacy”

HIPAA Privacy Rule EU GDPR Privacy
State Privacy Laws DFARS CUI Data

COPPA- Kids <13 FEREPA - STUCEES

STV
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Anonymization is nhot a solution

* In 2000, Latanya Sweeney reported a disturbing
finding
» 87 percent of all Americans can be uniquely
identified by only THREE pieces of information
e ZIP code

e Birthdate
* Gender

o : . ! {
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A growing privacy problem

* Individuals

e Personal info = SSS
* PHI, PIl, behavior € most concerning

* Anonymity = Unicorns
* Thisisn’t 1984
* Organizations

* Intellectual property
* Customer behavior

* Big Data
* Analytics (Data Science) — we used to call that creeping
e Sanctioned profiling
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Can blockchain provide confidentiality?

* Public / Permissionless (i.e. Bitcoin, Ethereum) not so much
e All data is out there (encryption can help)
* Some research in this area (Attribute-Based Encryption)

* Private / Permissioned (i.e. Hyperledger Fabric, Ethereum Enterprise) yes
e Attribute-Based Access Control

Encryption (regulator role maintains key)

Private channel data (RBAC w/”need to know”)

Private transactions

Zero-knowledge proof (ZKP)
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Can blockchain provide privacy?

e Public / Permissionless (i.e. Bitcoin, Ethereum) not so much
* All data is out there
* Encryption doesn’t help

* Private / Permissioned (i.e. Hyperledger Fabric, Ethereum Enterprise) yes
e Central control of smart contracts

e Can enforce privacy filters (for statistical queries)
» Differential privacy
* K-anonymity / |-diversity / t-closeness
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Privacy Impact Assessment - Scope

Image From: Copyright © EasyCloud Consultants Pvt. Ltd.
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Identify WHO is Accountable for Privacy
Confirm a Data Classification Policy, Standard,
& Procedure Definition Exists

Verify who has access to “Sensitive” data (HR
Roster), enable audit trails & logs

Assess organizational use of access, storage,
& transmission of “Sensitive” data

Confirm use of encryption as rest and in
transit for all “Sensitive” data use, storage,
and transmission

Document “Sensitive” data work-flows and
traffic flows throughout

Is your CSP — 15027001, /ISO27018
“Certified”?
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Privacy Impact Assessment - Approach

Identify Gaps Identify All
& q Compliance &
Remediation Privacy

Plan Requirements

ePHI
Perform S ' I Refine & Align
Privacy Impact F I n a n C I a S to Data

Assessment Classification
Standard

Conduct a
Data
Sensitivity

r.Y .9 VIV, Assessment
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Blockchain innovation - Approach

Align your BIA and IRP with

innovation targets ——— WAN
. .. LAN Domain =to- omain Domain
. Start with non-critical data and \
processes . - )
” 0n0 V4 User' W%r:rsnt::':on @ Firewall
- Perform a ”Sensitive” data treasure Pomain o
h u nt & g "J - iy .;‘ “}{“ Firewal
- Ensure data is encrypted or protected i §' + ‘
appropr|atE|y Remote Access Domain M;\hame ,x,p;.;,on&
- Migrate incrementally e Ti
. Test 2 (F = ’
b Te St Rar::rte Computer Systerrl;lo I'\n;;;f:cation
- Test

Copyright 2019 Jones & Bartlett Learning, “Fundamentals of Information Systems Security, 3™ Edition”
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A new technology stack

BLOCKCHAIN TECHNOLOGY STACK

Application Layer

Acts as the User Interface that combines
business logic and customer interactions.

ann
wwws

dApp Browsers

&

Decentralized Applications

[ Co—|
[C—|

(o

Application Hosting

Programming Languag

Calculation

Services and Optional
Components

Serves to enable application operations
with a view to connecting with other
technologies and platforms.

| C— |
=
(o® =a)
Data Feeds
= &
Ve~

Multi signatures Oracles

(B
damn

Off-chain Computing

Wallets

.
1111

L

Governance/
DAOs

Digital Assets Smart Contracts

control

EP

Digital IDs

Access

Protocol Layer

Decides the methods of
network participation.

consensus and

= ]|}
= ]} o = ]}

Consensus Algorithms

Permissioned and
Permissionless

filters

Network Lavyer

Acts as a transportation
interface for the
network and decides
packetized, addressed,
routed and received.

medium and
Peer-to-Peer
how data is
transmitted,

Roll Your Own

Block Delivery

L3 — 1

Trusted Execution

Networks Environment

Encryption

INnfrastructure Lavyer

In-house infrastructure or Blockchain as a
Service (BaaS) to control the nodes.

‘e 101 Blockchains
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How do you implement this?

Select a blockchain

_ Select a scoping model
Ethereum for maximum

transparency

Migrate carefull
Public/Private & y

Hyperledger Fabric for _
superior control over data | 118Ntly or loosely coupled | only migrate data that

nodes needs to be on the
Define access blockchain
requirements Assess each data item’s

sensitivity / control needs

Always respect

immutability
S &% A A AAKcCloud
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Where do we start?

* Learn about blockchain application (do this first)
* Explore existing projects

 Examine implementations
* Public / general - Ethereum
* Industry / private — Hyperledger Fabric

e Conduct a Business Impact Analysis (BIA)

* [dentify innovation opportunities (don’t force it!)
* Align PoCs blockchain strengths and innovation opportunities
e Stay away from business critical processes (at least at first)
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Oracle Italia / Corporate / Customer Stories /

Customer Success — Certified Origins Italia Srl

Certified Origins Italia Enhances

L_z\ﬂ Supply Chain Traceability and Trust

certifiedorigins Wlth Oracle BlOCkCha|n
< Share

We believe that buyers and growers deserve a world in
which authenticity and quality are not only valued but

verified. Managing traceability with blockchain technology
Is the logical progression of the whole traceability process
for our Bellucci Premium EXxtra Virgin Olive Oil. We are




Blockchain > Solutions )

IBM Food Trust: adding trust and
transparency to our food

Learn how blockchain is making the world’s food supply chain safer, smarter !
and more sustainable

(31 Watch: Collaborating to act faster on new insights (02:18)

— See capabilities to create the IBM Food Trust you want

H oW We can | m prOve IBM Food Trust™ uses blockchain technology to create unprecedented visibility and accountability in the food supply. It's the only network of its

food for all

kind to connect growers, processors, distributors, and retailers through a permissioned, permanent and shared record of food system data.

Let’s talk
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Webjet uses blockchain to
' simplify transaction disputes in
5- | the travel industry
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March 30, 2018 & Print

Learn More

The hotel booking ecosystem is complex, decentralized, and high volume, with millions of
transactions per day. To streamline processes and reduce industry-wide costs, Webjet uses blockchain - giockchain on Microsoft Azure (3)
to power Rezchain, a data reconciliation service for the travel industry. With Rezchain, the compan

P o ey Azure Table Storage @

- - -
mp‘t Ilmlm has seen a 90 percent reduction in losses associated with transaction disputes across its internal : ;
Azure Container Service @

brands. And as more external partners join the Rezchain network, Webjet can extend those efficiencies
Power BI @

throughout the industry.

Customer

Webjet



ORACLE SearchQ Sign In 8 Country/Region e
Corporate / Customer Stories /

Customer Success — Alpha Acid Brewing Company, LLC

Alpha Acid Brewing Merges
Blockchain and Beer with Oracle

—BREWING=—

With Oracle Blockchain solutions, we can track materials
and ingredients from our suppliers and analyze sensor data
from the production process. Oracle Blockchain Platform
tracks where we are getting the highest quality hops, malt,
and yeast, and enables us to create a strong narrative
around our products.

Contact Q
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Building a prlvacy -fi rst c|oud computmg pTatform on bl’ockchaln

DEVELOP ON THE OASIS DEVNET
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https://www.oasislabs.com/
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Thank You for Participating in Today’s Event!
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Heads Up! Next Month’s Event is on...

How to Secure Access Controls to Your
Cloud Applications & Sensitive Data
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