
Cloud Security Posture Management 
Understanding the role of resource configurations 

 

Introduction 
 

Welcome to the OpsCompass Cloud Security Posture Management Workshop.  This lab is meant 

to apply the learnings from our presentation and applying it to real world scenario’s.  These 

activities were chosen to represent the various aspects of gaining visibility to the actions that 

often take place in public cloud operations.   

 

During the workshop we will leverage CIS benchmarks to determine whether a resource is 

compliant to these controls.  CIS benchmarks are configuration baselines and best practices for 

securely configuring a system.  Each benchmark undergoes two phases of consensus review.  

The first occurs during initial development when experts convene to discuss, create, and test 

working drafts until they reach consensus on the benchmark.  During the second phase, after the 

benchmark has been published, the consensus team reviews the feedback from the internet 

community for incorporations in the benchmark. 

 

We will initially focus on compliance to CIS and NIST benchmarks of various types of 

resources.  CIS and NIST are not comprehensive, they are very good starting point, gaining 

visibility to the changes that occur in your cloud environment are the next phase to understand 

how to better secure an environment.  Once a firm understanding of how these resources 

configurations (drift) change, who is making the changes and why they are changing, will inform 

the next set of policies that further secure your cloud environment. 

 

While we have provided 3 guided tours, feel free to explore on your own.  We have provided a 

large complex environment across 3 public clouds (AWS, Azure and GC), as well as Office365.   

 

This environment is read-only of the resources and their attributes, while we have a rich view of 

the resource, the cloud API does not provide access to what is contained within the resource.  

One of our examples is a S3 bucket, you will learn a lot about this resource, but will never gain 

access to what is contained within by design.  The advantage that CSPM tools provide is that 

they help to enforce least privilege, while providing a greater number of people visibility into 

cloud operations.  

 

Workshop Index 
 

- Gaining access to OpsCompass 

- Step by Step for Use Case A 

- Step by Step for Use Case B 

- Step by Step for Use Case C 

 



 

 

Gaining Access to OpsCompass: The following is a step by step for gaining access to the 

OpsCompass tool in order to complete the rest of the use cases. 

 

1. You will receive an email from OpsCompass that will invite you to join, it should look 

similar to this.  Note you will need a Microsoft or google sign in only. 

 
2. Once you have received this invite, leave it alone.  We need to deploy a work around 

because you aren’t a part of the demo company.  Copy the following url into a browser -> 

https://auth.helm.opscompass.com/  

3. You should see the following screen, if you don’t try opening an icongnito or inprivate 

window and copy the link to the new screen. 

https://auth.helm.opscompass.com/


 
4. Select the sign in that corresponds with the email address you provided us.  In this 

example I have an outlook account, so will select Sign in with Microsoft. 

 

 
5. Select Next 



 
6. Add your password and select next 

 

 
7. Our application will need to read your profile to authenticate to the service.  This 

connection will be available for 24 hours and then will be removed. Select Yes 



 
8. Accept both the Privacy and Terms of Services and select Accept 

 

 
9. You should then be admitted into our dashboard, now move on to Use Case A. 

 

  



 

 

Use Case A:  Permissive access and encrypted storage (i.e., AWS S3 Bucket, which is an object 

store in AWS), How do I find these problems, Why do I Care and What happened? 

 

Overview: 

Cloud object storage continues to grow massively.  Sensitive files can accidentally end up 

exposed to the internet through misconfiguration.  The challenge is finding out where they are 

and who is responsible. 

 

Questions: 

1. Which S3 bucket allows unauthenticated access? 

2. What do I do about it? 

a. What specifically is the problem with a S3 bucket allowing unauthenticated 

access 

b. How do I remediate it? 

c. Etc.… 

3. Who did it? 

4. When did it happen? 

5. What about encryption?  If it is encrypted, how is it encrypted? 

 

Getting Started: 

1. From main dashboard click on the Inventory Tab 

2. Become familiar with the Tabs (Cloud Providers, Accounts, Types, Regions, Resources) 

by clicking on each tab to see how the view changes.  You will need to become familiar 

with this to complete the other Use Cases. 

3. Select the Cloud Providers Tab and click on Amazon Web Services in the Grid, this will 

filter the result set down to just AWS accounts. 

4. Select the Types tab, this will categorize the remaining resources into Cloud Resource 

Types.  Note that there is information regarding where the resource is located, whether 

there is a problem or if any changes have occurred to the resource.  This is all driven 

from the meta data derived from the Cloud API. 

5. Scroll down until you see AWS::S3::Bucket and click on it (note: that we have 43 S3 

Buckets, located in 7 Regions) 

6. Now you are looking at the Resources screen.  Here you will be able to see which AWS 

account, what type of resource, where it is located, how many problems, how many 

changes, when it was last Scanned and finally when it was created. 

 

7. The headers on the grid allow for sorting of the list of S3 buckets.  Select the “Added” 

header and this will sort last added to first added.  If you select the “Added” header a 2nd 

time, it will sort first added to last added. 

8. Select the resource name “csamn-S3bucket”,  

9. This is the Resource View and there are 3 more tabs that we would like for you to get 

familiar with (Compliance, Change History and Current Configuration). 

 



 
10. Select the Compliance Problems Tab and note that under Problem we see “S3 bucket 

allows all authenticated users & all normal users access”.  Here it also shows that the 

resource configuration violates several policies from both CIS and NIST. 

11. Click on S3 bucket allows all authenticated users & all normal users access, which takes 

us to the Compliance Status view. 

 

  
 

What can we learn from this view: 

- We learn from CIS what the rationale is for allowing public access 

- We also can take step by step action to remediate this S3 bucket in order to increase it’s 

security posture 

- We also know which controls are violated.  This is important for compliance team. 

- Lastly, we need to make a decision on what to do next. 

o Is this something that we can remediate right now, by going into the portal and 

make a configuration change or/ 



o Do we need to bring this to the attention of an application or operation team and 

include it in their backlog? 

o The decision process is up to the individual company and the policies and 

procedures that govern change.  The important point is that we now have visibility 

into insecure resource. 

 

Returning to the steps: 

12. Select csamn-s3bucket 

13. We have returned to the Resource view 

14. Select Change History 

15.  In this tab we can see the resource has changed over time and what kind of change type 

occurred.  Let’s select the last configuration change, to determine who and what was 

changed.  We are choosing the last change, because we will want to see how this resource 

changes over time. 

 

 
16. Selecting the last configuration change takes you to the drift configuration change 

17. We will spend a bit of time to show how we can watch how a resource changes over 

time.  In order to do this, there are a couple of buttons and links I want to make you 

aware of.  You will find the highlighted boxes show the various areas that make this view 

interactive. 

 



 
 

What can we learn from this view: 

- We can see who made the change 

- We can also see what kinds of changes have been made (i.e., Data, Security) 

- We can also see what changes to the resources were made on the right side of the screen 

via the JSON.  

o If it has a green background, then it is capabilities that have been added to the 

configuration  

o If it has a red background, then it is capabilities that have been deleted from the 

configuration 

o The red bar signifies specifically which configuration items have changed. 

- We can also see the entire configuration of the resource 

 

Returning to the steps: 

18. On the left side to the left of Security is an icon  , select it 

19. On the right side the focus of the JSON shows only the portion of the JSON having to do 

with Security, you should have noticed that an additional line was exposed, 

"ServerSideEncryptionConfiguration": null, . 

20. Above the JSON, select Expand JSON , this will show the whole configuration of the 

resource, by selecting Collapse, it will collapse the JSON to only those things that have 

changed.  In this case, not much has changed because this is the JSON of the resource 

when it was created.  In later examples it will make a larger difference. 

21. Select the Previous button, before you do, note that the resource change we just looked at 

was on 4/22/21 16:12 CDT. 

22. Now the view has changed to show what the resource looked like at 4/22/21 16:26 CDT.  

The "BucketPolicy": null, is highlighted in Red, which means that 

sfaith@opscompass.com removed it and added a BucketPolicy which is in green. 

23. If we select the Previous button again, you will see that the BucketPolicy has been 

deleted and sfaith@opscompass.com has added an ACL. 

mailto:sfaith@opscompass.com
mailto:sfaith@opscompass.com


24. Currently let’s look at the changes in context with the whole JSON document by 

selecting Expand JSON 

25. Your view should look like this 

 
26. Notice that not only did sfaith@opscompass add an ACL but he enabled anonymous 

access, "URI": "http://acs.amazonaws.com/groups/global/AllUsers" 

27. Let’s select the Previous button again and you can see that anonymous access has been 

removed. 

28. Let’s select the Previous button again and select Expand JSON , notice that "URI": 

http://acs.amazonaws.com/groups/global/AuthenticatedUsers , has been added, which 

means now any AWS authenticated user can get access to this S3 bucket. 

29. Select Previous again and you can see that it was opened back up to anonymous users. 

30. Select Previous until you end up with the change Discovered at: 4/27/21 8:12 CDT.  We 

are now going to change it up and talk a bit about encryption.  This the view you should 

see now. 

 

http://acs.amazonaws.com/groups/global/AuthenticatedUsers


31. The ServerSideEncryptionConfiguration was deleted and server-side encryption was 

added.  Note that the SSEAlgorithm is AES256, which means that it was encrypted using 

AWS’s keys.  This may not be a policy that you would want to follow, so let’s look at the 

next change, select Previous  

32. Select Expand JSON and now you can see the AWS key was deleted and a customer Key 

was added from an AWS key vault. 

33. Select csamn-s3bucket under the Resource Name 

34. You have returned to the Resource Screen showing you compliance problems, the change 

history and information about the resource from an inventory view. 

 

What we learned: 

We were able to find a S3 bucket that had highly permissible access rule and unencrypted.  We 

were able to leverage the CIS controls to determine why we cared about it by reviewing the 

rationale.  We were able to choose a remediation strategy in order to remove it from the 

compliance problems list. 

 

We then spent quite a bit of time reviewing how a resource configuration is affected by the 

actions of individuals in the portal.  Likely this learning, would lead to learnings about how the 

organization/teams/individuals interact with resources and determine if they are acceptable or 

not.  If they are not, then create policy to prohibit them from occurring in the future and setup 

you’re monitoring to make certain that policy isn’t circumvented. 

 

Next steps to consider: 

- Leverage the public cloud policy engines to mandate that all storage needs to be 

encrypted and access is restricted. 

- Consider training that will include encrypting storage and access controls in the cloud 

- Discuss 1:1 with the person that created the storage resource 

 

Extra Credit: 

See if you can find which storage resources that are located overseas.  This would be important 

to understand if your organization has regulatory concerns with content existing in foreign 

countries. 

 

  



Use Case B: We wanted to explore the differences in deploying code via a pipeline vs. making 

manual changes in the portal. 

 

Overview:  Pipelines are rapidly becoming the preferred way of promoting code to production.  

Often Security teams feel that all security principles can be enforced in the pipeline.  One way of 

forcing development teams to only deploy changes through the pipeline is to remove access to 

the production environment except for 1 or 2 people.  This is an understandable approach but 

their tend to be 2 issues with this. 

1. Development teams are forced to assume that everything that is pushed through a 

pipeline lands in the production environment as they expect.  There isn’t any verification 

that it did. 

2. Developers are like water they find a way around. 

 

Questions: 

1. Can we find instances where a resource was instantiated by the use of a Terraform and 

later changed by a User? 

2. Can we also make certain that the Terraform has been properly configured to enable all 

of the security policies? 

 

Getting Started: 

1. You are going to a meeting with the Data team, so let’s get prepared. 

2. Select the Drift tab to the left from the Dashboard 

 
3. Select Filter button from the Drift Screen 

 
4. A useful filter is to see what has changed in the current week.  From the Filter Options 

view below, select Dates and this will open up a date picker and select Monday, April 

26th 2021 for the start date.  The end date will always be the current date and then select 

Apply. 



 
 

5. This will reduce the view down to all of the changes that have occurred this week and 

will be ideal for the meeting with the data team. 

 
6. What becomes note worthy is that there are a couple of changes that have occurred to the 

datalake on 04/27/21.  Let’s investigate the first change, that occurred at 14:01 CDT, 

select that configuration change. 

7. What is interesting about this, is that this was the initial deployment of the datalake.   



 
8. Let’s now look at the second change to this data lake.  Select Next to see the next change 

to this resource. 

 
9. Now this is cause for concern.  John Grange went into the portal and turned off the 

firewallstate on the resource.  This is a perfect example of a user that has deployed code 

via automation and to correct it went back into the portal and manually made a change 

rather than modifying the terraform to deploy correctly.  (Note: I know that the initial 

deployment was correct and would likely be more malicious activity, but cut us some 

slack, ). 



10. Select tfcsadatalakestore which will take you back to the inventory screen.  Clearly not 

having a firewall on a data lake is a poor best practice and reduces the security posture of 

the underlying resource. 

 
11. Note that there isn’t a compliance problem.  CIS and NIST can’t define and call out every 

possible configuration change that leads to a reduction in a security posture. 

 

What we learned: 

We were able to get a quick view of resources that have changed in the last week which would 

prepare us for meeting with the various operational teams that work in the cloud.  We also found 

a resource that was deployed by an automation tool and then later changed by a person. 

 

Notice that we were able to verify the deployment of resources into AWS via an automation tool 

and verify that they were pushed correctly without having access to the AWS portal.  We find 

that developers will configure their automation tools, push code into a test environment, go to 

their CSPM tool and determine if the configuration is correct.  It is a faster way of testing 

Terraform and Ansible configurations prior to putting them into production. 

 

Next steps to consider: 

- Consider removing developers from the portal and teach them to leverage a CSPM tool 

- Make sure that there are tools to verify that code pushed through a pipeline is deployed as 

expected. 

- Discussing configuration changes in stand up meetings is an excellent way of maintaining 

visibility and understanding of cloud usage. 

 

Extra Credit: 

See if you can find which network resources changed last week (04/19/21 – 04/23/21) 

 

 

  



 

Use Case C: Identity Access Management (IAM) is another key use case we wanted to explore 

with you.  Who has access to what changed, when it changed and what does it change to? 

 

Overview: 

Identity and access management (IAM) in enterprise IT is about defining and managing the roles 

and access privileges of individual network entities (users and devices), as well as services to a 

variety of cloud and on-premises applications. Users include customers, partners and employees; 

devices include computers, smartphones, routers, servers, controllers and sensors. The core 

objective of IAM systems is one digital identity per individual or item. Once that digital identity 

has been established, it must be maintained, modified, and monitored throughout each user’s or 

device’s access lifecycle.  

 

Questions: 

1. Which users and groups are created? 

2. What are their Permission Levels? 

3. Is the user subject to policies? 

4. What SAAS services are enabled and what access do they have? 

5. What kind of access do services have to change permissions of other services 

a. We will explore an elasticbeanstalk service changing the permissions of a S3 

bucket 

 

Getting Started: 

 

1. From the dashboard select CIS AWS Foundations Benchmark v1.3.0 

 



2. This will bring us to the Compliance Status for CIS AWS Foundations Benchmark page, 

the page should look like this. 

 
 

3. Select 1) Identity and Access Management to expose the sub controls 

4. Select (1.10) Ensure multi-factor authentication is enabled for all IAM users that have a 

console password, this view shows all of the AWS users that do not have multi-factor 

authentication enabled. 

 
 

5. Select john-grange, which will take you to a different view.  This view accesses all AWS 

benchmark controls to the resource john-grange. 



 
 

6. The green check’s show all the benchmark controls that were checked against the 

resource.  Feel free to click on each, it will show additional detail.  If you would like a lot 

of detail, feel free to click on More information about this rule. 

7. Select MFA devices are required for those with console passwords, which will expose the 

rationale and recommended actions to remediate. 

8. Select More information about this rule and it will show all of the resources that were 

checked against this benchmark and whether it was compliant or not. 

 
9. Select john-grange which will take you to the inventory.  Let’s take a minute to find out 

what changes have occurred to this user. 

10. Select the Change History tab and select the second configuration change the date will be 

4/27/21 8:23 CDT, this will take you to the drift page, so that you can see the user john-

grange being created.  Note that in the JSON on the right side, “mfaDevices”: [], is blank 

validating that Multi-factor authentication is not enforced. 



 
11. Let’s take a broader look at IAM by selecting Drift on the left side of the screen, the 

screen should look like this 

 
12. Select Filter which will give you the ability to filter the Drifts (configuration changes), 

which will give you the following view. 



 
13. Select Concerns which will open up all of the concerns and you will need to scroll down 

and double click on IAM, this will unclick all of the rest of the concerns and then select 

Apply  

14. This filters the list down to only the configuration drifts that have an impact on IAM.  

You should have the following view. 



 
15. Notice that there is a pawn, which means the change was attributed to a person as 

opposed to a process or resource. 

16. You can select the first or last changes and then use the Previous and Next buttons to 

navigate through each of these.  Because we have done this before I am going to 

categorize some of the changes. 

 
 

17. The last 2 are interesting because if you select the configuration, you will see that John 

Grange is AzureAD user and was given assigned a SharePoint M365 plan and added his 

association as a “Billing Administrator”.  If you expand the JSON, there is a great deal 

more information shown.  The 4/21/21 20:22 CDT change shows that John was added to 

the SharePoint Administrator group. 



 
18. The three highlighted above show how users are added to Groups (i.e., security-team and 

DevOps), Expanding the JSON will show where Tags have been added.  

sfaith@opscompass shows that a IAMUserChangePassword policy has been added by the 

Account Root User 

 
19. OpsCompassViewer is interesting because the Account Root User has given an external 

3rd party access to the AWS account. Notice that there is a description of the service and 

can see what kind of access this service has. 

 
20. Select aws-elasticbeanstlk-ec3-role and you will find an example of where one service 

(Elastic Bean Stalk) has added permission to another service (S3 bucket). 



 
21. Elastic Bean Stalk has added full access to a S3 bucket, 

"PolicyName":"AmazonS3FullAccess","PolicyArn": 

"arn:aws:iam::aws:policy/AmazonS3FullAccess" 

 

What we learned: 

We were able to find Users that did not have MFA enabled on their user accounts, which CIS 

says is a High Concern for improving security posture.  CIS provides several remediation 

strategies for MFA.  We also were able to see how the rest of the resources align to the CIS 

controls and highlight where there are violations of these Controls. 

 

As we have demonstrated with the previous use cases, we dug deeper to find where users are 

added to groups because the configuration changes.  Where services can change the access 

controls of other services in the example of the Elastic Bean Stalk changing access permissions 

on a S3 bucket. 

 

One important consideration that wasn’t explicitly stated is that M365 also uses JSON to define 

resources.   

 

Next steps to consider: 

- Leverage the public cloud policy engines to mandate access controls as well as MFA. 

- Consider training that will includes monitoring of configurations in the cloud 

- Discuss 1:1 with the person/people that are making these changes and determine 

education paths. 
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